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Three trends are dramatically changing the 
network and security: the cloud, remote 
workers, and the demand for data security 
everywhere. These forces are calling for a 
new type of IT infrastructure—one where the 
network and security come together into one 
cloud platform and one service from a single 
provider. This is the concept behind secure 
access service edge (SASE, pronounced “sassy”). 
It’s the latest SD-WAN solution framework from 
Gartner, and it’s quickly becoming the new 
buzz term. Yup, just when you started to wrap 
your arms around SD-WAN, poof everything 
changes.

SD-WAN is evolving into SASE. But what is all 
this “sassy business” and where is it headed?

Masergy launched a series of SASE Straight 
Talk articles to help IT leaders get the real story, 
unpacking this newest trend without all the 
product-based bias. Our publications were so 
wildly popular that we compiled them all into 
one resource serving as your ultimate Q&A 
guide to SASE. This plain-English, conversational 
approach to SASE is designed as an educational 
quick reference tool—not a white paper that 
needs to be read page by page, cover to cover. 
(No one has time for that!) 

Here’s how it works. Select a question from the 
Table of Contents and get the answer you need. 
Bounce around the paper exploring the areas 
that interest you—the interactive experience 
will give you any relevant background 
information. Enjoy! 

—Ray Watson

About the author
Ray Watson is VP of 
Innovation at Masergy. 
He brings over 17 years of 
expertise in IT strategy, 
application solution design 
and next-generation 
network architectures. 
Ray has enabled numerous global enterprises in 
transforming their IT infrastructures to guarantee 
business outcomes. Ray is an industry thought leader 
in IT transformation and is a frequent speaker on 
topics such as hybrid networking, SDN, NFV, cloud 
connectivity and advanced security. Prior to joining 
Masergy, Ray worked at Airband Communications 
and Broadwing Communications. He holds a B.S. 
from Purdue University.

Introduction
Click the double arrows to advance to 
the next section; click the single arrows 
to advance to the next page.

Ray Watson
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Network

Security

I N T R O  T O  S A S E

What is SASE and why 
are there so many 
interpretations of it?

In 2019, Gartner coined the SASE acronym, 
defining secure access service edge (SASE) as: 

“converged offerings combining 
WAN capabilities with network 
security functions.” 

Here’s how Gartner put in their original Hype 
Cycle for Enterprise Networking report:

“SASE are emerging converged offerings 
combining WAN capabilities with network 
security functions to support the needs 
of digital enterprises... These capabilities 
are delivered as a service based upon the 
identity of the entity, real time context and 
security/compliance policies. Identities can 
be associated with people, devices, IoT or 
edge computing locations.”

Simply put, SASE is a cloud service that marries 
SD-WAN with security. While SD-WAN is a 
network-as-a-service, SASE is a network-
security-as-a-service. 

What specific features and functionality do 
SASE solutions include? If you are looking for 
the most tangible list of what SASE is, check out 
the five core capabilities of SASE.

of enterprises will have strategies 
to adopt SASE by 2024

40%
Networking Predictions 2020 Edition

https://www.gartner.com/en/documents/3947237/hype-cycle-for-enterprise-networking-2019
https://www.gartner.com/en/documents/3947237/hype-cycle-for-enterprise-networking-2019
https://blogs.gartner.com/andrew-lerner/2020/01/06/networking-predictions-2020-edition/
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Ask people what SASE is and you’ll likely get 10 different 
answers. While the newness of SASE is a factor here, various 
definitions are also the result of just how dynamic and 
multifaceted SASE is.

■■ Is it a forward-leaning vision for network and security 
convergence? Yes.

■■ Is it a model or solution framework? Yes, and it’s still 
evolving and maturing.

■■ Is it a new solution market? Yes, with more entrants 
coming onboard everyday.

Ultimately, SASE is Gartner’s foresight turned into a 
conceptual framework that is now manifesting itself into new 
solution offerings. People talk across these different facets 
individually without bringing them all together into one view, 
hence the vast explanations. Security professionals describe 
it as “a security platform for network services” while network 
professionals describe it as “a network platform for security 
services”—so you can see how it’s all in one’s perspective.

What SASE is not: 
Understanding compliance 
and convergence

It’s not a matter of compliance. People ask, “Is 
your solution SASE compliant?” But it’s really 
not a matter of regulatory compliance–no 
federal laws are associated with SASE. Instead 
ask how each provider approaches SASE and 
how they deliver their SASE services.

SASE is not just convergence. SASE makes 
sense to IT professionals who are familiar 
with the broad trend of network and security 
convergence, but Gartner’s definition reaches 
beyond the conceptual ideology of net-sec 
convergence, explaining how next-generation 
solutions should come to life. SASE explains 
what converged solutions should look like, how 
they should operate, and what they should 
value. It calls for convergence with a strong 
emphasis on a cloud-based services model 
from one provider, and it defines five core 
capabilities as well as key characteristics. 

Vision

Model

Solution

What is SASE and why are there so many interpretations of it?

One question, 10 different interpretations
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I N T R O  T O  S A S E

SASE offers a solution framework that consists of five core capabilities in 
one cloud service:

1.	 SD-WAN

2.	 Secure Web Gateway (SWG)

3.	 Firewall as a Service (FWaaS)

4.	 Cloud Access Security Broker (CASB)

5.	 Zero Trust Network Access (ZTNA)

This list offers the most tangible list of what SASE is, but it’s still a loose 
framework, which makes it difficult for providers to offer a consistent 
checkbox list of requirements met. Gartner doesn’t expand on these core 
capabilities, meaning they offer more best practice guidance than hard-
lined definitions and laundry lists of technical prerequisites for solution 
providers. Thus, buyers should ask each provider how they interpret and 
approach SASE—not all solutions will be the same. Also, this list may also 
evolve over time, because SASE is still a new and evolving market. As even 
Gartner admits, SASE is a journey—not a destination. Undoubtedly the 
definition and core capabilities will change with maturity.

What are the five core 
capabilities of SASE?

SASE

SD-WAN

SWG

CASB

FWaaS

ZTNA
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SASE solutions are being defined by four key characteristics:

What four 
characteristics define 
SASE solutions?

Globally distributed

SASE offerings cater to companies doing business across 
multiple countries and those who need reliable services across 
worldwide points of presence.

Edge flexible

SASE services place emphasis on flexibility and security at the 
edge, where branch locations, cloud applications, and mobile 
and IoT devices connect.

Cloud-based

SASE solutions are cloud deployed, cloud managed, and 
delivered as a service. This helps enterprises transition from 
hardware to software, reducing costs with multi-tenancy, and 
supporting a remote, distributed, and mobile workforce.

Identity focused 

User identities and individual devices (not the data center) are 
the focus for SASE solutions and services. According to Gartner, 
“capabilities are delivered as a service based upon the identity 
of the entity, real time context and security/compliance policies. 
Identities can be associated with people, devices, IoT or edge 
computing locations.”

I N T R O  T O  S A S E

https://www.gartner.com/en/documents/3947237/hype-cycle-for-enterprise-networking-2019
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Combining SD-WAN and SASE together in a single market with a single provider allows the enterprise 
to respond faster with greater control in response to COVID-19 and the expansive growth of work-
from-home (WFH) users. SASE improves sensitive data awareness, secures the data, and provides 
threat protection especially for WFH and branch users. In Gartner’s report, Hype Cycle for Endpoint 
Security, 2020, the firm states “SASE allows any endpoint to access any application over any network 
in a protected manner.”

Business benefits of SASE
■■ IT Agility: Much like SD-WAN, SASE 

solutions are software-defined and 
cloud-based solutions, delivering agility 
advantages. Without agility (the ability 
to change direction and respond to 
competitive changes) companies move 
more slowly.

■■ Cost reduction: SASE can help reduce 
IT staff costs, improving 24/7 coverage 
for the both the network performance 
monitoring and security threat monitoring 
and response. Operational overhead will be 
reduced because the SASE service supports 
new capabilities without requiring the 
investment in new hardware and software. 
SASE may also reduce the cost and 
complexity by delivering more technologies 
and services through a single provider. 

I N T R O  T O  S A S E

What are the benefits 
of SASE? Does it help 
with work from home?

■■ Network performance: Constant network 
monitoring reveals the quality and 
performance of all connections including 
those distributed across virtualized cloud 
environments and data centers. It provides 
a real-time picture of all inbound and 
outbound process connections in a single 
portal or network interface.

■■ Security and reliability: SASE includes a 
wide array of security technologies, which 
can Improve security support by inspecting 
content and locating sensitive data and 
malware. Ultimately, this reduces downtime 
due malicious behavior.

■■ Greater visibility and transparency: 
Because SASE condenses a variety of 
functions into a single offering, network 
and security transparency gains can 
be significant, reducing the number of 
software agents required and delivering 
consistent network visibility.

■■ Local security enforcement: SASE delivers 
centralized policy management with 
local enforcement employing distributed 
enforcement points.

■■ Consistent security enforcement: Existing 
network security architectures were 
designed for the centralized data center 
and are not well suited to remote users that 
connect to diverse services as well as the 
data center. SASE delivers consistent and 
global security control no matter where the 
user connects to for services.

https://www.gartner.com/en/documents/3987589/hype-cycle-for-endpoint-security-2020
https://www.gartner.com/en/documents/3987589/hype-cycle-for-endpoint-security-2020
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SASE is helping IT leaders address some of 
the toughest challenges today. Let’s take for 
instance the fact that the cloud is moving the 
corporate network off premise. IT has grown 
up focusing on the data center and network 
security, but today users and networks are 
behaving quite differently than in the past. 

Now, companies must secure data 
everywhere. 

Today centralized data center security no longer 
delivers the required protection. Data will still 
exist in the data center but it will also exist in 
sites such as Salesforce, social media, and many 
other services. The level of security at each of 
these locations may or may not be adequate, 
meaning most enterprises may need to take 
significant action so that its entire environment 
meets security, privacy, and compliance 
requirements. 

Here are some of the challenges driving the 
need for SASE’s converged network and security 
model:

■■ Network security architectures that employ 
the enterprise data center for connectivity 
can limit the dynamic access requirements 
for digital transformation 

■■ Enterprises have more users, devices, 
applications, services, and data located in 
multiple cloud services, not in enterprise 
data centers

■■ Increasing complexity and application 
latency require a change in the security 
architecture

■■ Additionally, digital transformation 
requires new approaches to IT services 
where security is not an afterthought; 
modernization should require secure IaaS 
and SaaS deployments especially for real 
time applications, edge computing and IoT, 
and other cloud-based services

What challenges are 
driving the need for 
SASE?

I N T R O  T O  S A S E



SASE Strategies

Can I skip SD-WAN and jump straight to SASE? 

Is there more than one strategy for SASE? 

Can I take a do-it-yourself approach to SASE?

Click to jump to the section of interest
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Sure, you can “skip” the SD-WAN investment 
and go straight for the SASE solution. But SD-
WAN is already one of the five core capabilities          
inside SASE’s toolbox. So, you’re not really 
skipping SD-WAN as much as you are rolling 
SD-WAN into a larger investment. That larger 
investment is key for those wanting to take a 
security-first approach to SD-WAN. 

According to IDG, 91% of IT professionals are 
interested in SASE solutions. So, there’s no 
doubt that there will be plenty of IT leaders 
looking to switch gears midstream, converting 
an SD-WAN RFP into a SASE RFP. But doing 
so should be more than just adding a few 
additional technologies to the list of questions. 
SASE is a unified service where all five elements 
work together on the same cloud service 
platform, which makes it more than a simple 
product bundle.

So, which provider is best suited to deliver 
across all of these individual industries, 
condensing all of these capabilities into one 
interoperable service?  

Can I skip SD-WAN and 
jump straight to SASE?

S A S E  S T R A T E G I E S

According to IDG, 91% of IT 
professionals are interested in 
SASE solutions. 

So, there’s no doubt that there will be plenty of 
IT leaders looking to switch gears midstream, 
converting an SD-WAN RFP into a SASE RFP. 
But doing so should be more than just adding 
a few additional technologies to the list of 
questions. SASE is a unified service where all 
five elements work together on the same cloud 
service platform, which makes it more than a 
simple product bundle. All the elements are 
unified in one management console and one 
dashboard. 

So, which provider is best suited to deliver 
across all of these individual industries, 
condensing all of these capabilities into one 
interoperable service? Don’t miss How do you 
tease out the differences in SASE solutions?



Copyright ©2020 Masergy. All rights reserved. masergy.com13

Cloud-delivered SASE 

GREAT FOR: Work from home 
scenarios and small offices where 
agility is key

Those who take this approach follow 
Gartner’s definition strictly, mandating 
a cloud-only strategy with SASE. The 
only on-premises infrastructure in the 
SASE solution is the SD-WAN lightweight 
hardware device–everything else is cloud-
deployed. Hence the cloud-delivered 
name, which refers to the fact that every 
SASE component is developed to run on 
globally-distributed cloud infrastructure 
and administered from a centralized 
cloud-based user interface.

Yes, the cloud is starting to become a dividing line between two SASE strategies or two schools of 
thought. Here’s the heart of the matter splitting IT leaders into two camps:

Do you take a cloud-only approach to SASE, or is there still a need for 
on-premise hardware?

Industry analysts, like Zeus Kerravala from ZK Research, are tracking the different ways teams 
are tactically going about SASE, helping IT leaders understand how to align the model with their 
strategies and infrastructure. His Network World article first introduced SASE as two approaches, 
each with its own take on the cloud. (If you’re familiar with cloud-only and cloud-first strategies, this 
will feel very similar.)

Is there more than one 
strategy for SASE?

S A S E  S T R A T E G I E S

Cloud-managed SASE 

GREAT FOR: Large locations 
where performance is key

Those in this group take SASE as a 
general guideline, letting their business 
needs ultimately dictate whether to 
select on-premise or cloud functions. 
IT professionals in this camp tout the 
benefit of cloud-managed appliances as 
outweighing any limitations associated 
with the cloud-delivered approach.

https://www.networkworld.com/article/3568630/how-to-tailor-sase-to-your-enterprise.html
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Cloud-delivered vs. cloud-managed: What 
Gartner says 

In their August 2020 “Forecast Analysis: Gartner’s Initial SASE Forecast” 
report, Gartner recognized that use cases still require parts of the service 
to be delivered locally. The report doesn’t condone those taking the 
more lenient hybrid or cloud-managed approach; however, it states that 
“stronger” SASE offerings will have “a larger percentage of services hosted 
from the cloud edge.”

So, when should you use each approach? Real world examples help 
highlight the difference between the two SASE strategies and the business 
use cases that match with each. Cloud-delivered approaches work well for 
companies with “greenfield” projects and operations, where all workers 
are remote or the project is starting from scratch. But for “brownfield” 
businesses with brick-and-mortar locations or legacy systems, SASE cloud-
managed flexibility can have significant advantages. Here at Masergy, 
we see clients prioritize application performance, using a combination of 
cloud-based and premise-based solutions.

Firewalls are a key issue in this debate and also help distinguish providers. 
Don’t miss the Hybrid firewall functionality section under the question: 
How do you tease out the differences in SASE solutions?

Is there more than one strategy for SASE?

“Stronger SASE offerings will 
have a larger percentage 
of services hosted from the 
cloud edge.”
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S A S E  S T R A T E G I E S

Can I take a 
do-it-yourself 
approach to SASE?

Technically you can take a DIY approach to each 
of SASE’s five core capability areas,          but 
doing so may increase your IT complexity. SASE 
is extremely valuable for companies seeking 
to cut down on the number of technology 
providers, technology integrations, day-to-day 
network performance management tasks, as 
well as the security firewall alert management 
responsibilities. The technologies, people, and 
skill sets needed for 24/7 IT operations have 
become significant pain points for businesses 
of every size, and SASE is uniquely designed 
to address this issue in today’s multi-cloud 
business model.

Whereas traditional SD-WAN solutions typically 
include only bundled firewalls and secure web 
gateway, SASE multiplies the security value of 
an SD-WAN investment by condensing five 
different individual industries into a single 
cloud platform delivered as a service from 
one partner. As the SASE market matures 

and the interoperability between its five core 
capabilities becomes even more seamless, only 
the largest enterprises (with more IT resources) 
will want to continue a point-based or multi-
vendor approach to all those IT needs.

This becomes particularly evident today when 
companies are leveraging the cost benefits 
of the public internet. Firewalls are necessary, 
meaning that unified threat management and 
SOC response teams work best when delivered 
by the SD-WAN or SASE managed service 
rather than DIY. This aspect alone can cost 
justify a managed service over a DIY approach.

In the end, security must be intrinsic to the 
network infrastructure with a variety of ancillary 
security functions all working in unison with 
SD-WAN. SASE makes that far easier, and a 
managed service model leads the way, freeing 
your IT resources to focus on transformative 
initiatives. 



How do you tease out the differences in SASE solutions?

Why does Gartner issue a warning about SASE architecture?

Differentiating solutions

Click to jump to the section of interest
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S A S E  S T R A T E G I E S

How do you tease out 
the differences in SASE 
solutions?

As the clearest definition of SASE, early adopters 
should first look at the five core capability 
areas that SASE solutions must deliver on, 
as these allow for the best apples-to-apples 
comparisons. As the most standardized 
definition of SASE, these offer a clear and 
categorical place to start:

■■ SD-WAN

■■ Secure Web Gateway (SWG)

■■ Firewall as a Service (FWaaS)

■■ Cloud Access Security Broker (CASB)

■■ Zero Trust Network Access (ZTNA)

But even within this framework solutions vary 
widely.

Early adopters will want to understand the differences between SASE solutions, and there are many 
criteria to evaluate. These are just a few ways to make sense of the solutions hitting the market.

Core capabilities offer a good starting place

Each provider will do SASE 
differently
Every provider delivers differently on 
those five elements with different 
technologies and approaches. So, one 
size does not fit all. 

Exploring where each provider’s core 
competencies are and how those map 
against SASE will also help distinguish 
partners who come prepared with a 
unified toolset versus those who struggle 
to integrate them together in order to 
compete in this disruptive market.
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Coverage will vary depending on strengths and 
weaknesses

The depth and breadth of coverage in each of the five core capability areas           will expose leaders 
and laggards. Gartner warns that the breadth of services required to fulfill SASE in total means very 
few vendors will offer a complete solution while the market is still emerging. You can think of these 
as a buyer’s checklist, but this doesn’t mean every provider will check each box once or even twice, 
for example. And when it comes to security, professionals will be quick to say that checking each 
box once isn’t always an adequate security strategy. Defense in depth requires a more exhaustive 
approach.

Align your needs to their strengths

Understanding where your own IT gaps align with the list of core capabilities can help prioritize which 
SASE capabilities will generate the most strategic value to your business. It’s likely that your company 
has already made investments in areas overlapping SASE’s core areas. In these cases, it might be 
helpful to: 

■■ Talk to current partners: Ask your existing provider if they have SASE on their product roadmaps, 
as this can reduce the complexity of migration.

■■ Find solutions that fit: It may be important to consider SASE solutions that will work with the 
existing IT environment. Some solutions will ask the client to rip and replace, starting fresh with 
the provider’s entire suite of services, so that everything works in sync. Therefore, it’s important to 
understand how SASE technologies are compiled. That is covered on the next page.

Understanding where your 
own IT gaps align with 
SASE’s five core capabilities 
can help you prioritize needs 
and select the best provider 
for your business. 

How do you tease out the differences in SASE solutions?
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Tech stack compilation 

As providers compile many tools into one 
SASE toolbox, they typically take two different 
approaches. They either have a box of tools that 
are all their own brand or a box of tools that 
include mixed brands from other companies. 
Here’s what to consider in comparing 
homegrown versus best-of-breed solutions.

Homegrown tech stack: The pros 

These solution tech stacks are built using the 
provider’s own homegrown technologies and 
services. This homogeneous approach is great 
for solution simplicity, and for this reason, many 
theorize that SASE will trigger more mergers 
and acquisitions. These SASE providers will 
tout their seamlessly interoperable offerings 
as superior when compared to integrated 
solutions that can be complicated by API 
challenges, management complexities, and 
repeated tech stacks. 

Homegrown tech stack: The cons

■■ Clients may need to rip and replace any 
overlapping capabilities where they may 
have already made investments.

■■ Clients may not always get the best 
technology available on the market. 
When the solution relies on one provider’s 
technology, it’s best to evaluate which of 
SASE’s five core capabilities best coincide 
with the provider’s own core competencies. 
This will help reveal where each provider will 
deliver the strongest value.

Another thing to note is that SASE is still 
an emerging market. With each of the five 
SASE components recognized as standalone 
industries, providers need time to expand and 
develop their own homegrown tech stack 
to address each area. For this reason, some 
investors prefer a best-of-breed tech stacks.

How do you tease out the differences in SASE solutions?

Best-of-breed
SASE

Homegrown
SASE

Best-of-breed
SASE

Homegrown
SASE

Best-of breed solutions unify the 

technologies of many providers

Homegrown solutions unify the provider’s 

own technologies into one offering
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Best-of-breed tech stack : The 
pros 

These solution tech stacks are built by taking 
best-of-breed technologies from an array of 
companies and integrating them together 
into a single cloud service platform. With these 
solutions, clients can gain the advantages of 
having all the leading brands in their SASE 
toolbox. Best-of-breed providers differentiate 
their offerings by leaving security to those who 
do it best—the industry-leading manufacturers 
of each technology. Typically, these providers 
believe no single vendor today (particularly 
startup companies) is capable of solving the 
myriad of cybersecurity risks that fall under 
SASE’s big umbrella.

Will clients need to interact with multiple 
vendors? 

No, but this is an emerging market, so actual 
results may vary. Ideally, a best-of-breed 
solution should NOT equal a multi-vendor 
solution for the client.

SASE is designed to be a single service from 
a single provider, and the burden is on the 
SASE provider to converge all the technologies 
of their third-party partners into a single, 
integrated and interoperable solution. This is a 
tall order for many providers, and in Gartner’s 
Hype Cycle for Network Security, 2020, the firm 
acknowledges “dual vendor deployments that 
have deep cross-vendor integration” as a form 
of SASE. However, Gartner advises not more 
than two vendors.

Best-of-breed tech stack: The 
cons

Potential downsides may arise in exactly 
how all these different tools are integrated or 
converged into one platform. This is when SASE 
architecture matters most—the uniformity of 
the underlying platform determines the quality 
of interoperability and visibility across all tools. 
Does integration happen at the source code 
level? Gartner advises buyers to avoid solutions 
that link a large number of products via virtual 
machine service chaining. We have devoted 
an entire chapter to this issue. Don’t miss this 
question: Why does Gartner issue a warning 
about SASE architecture?

A best-of-breed solution 
should NOT equal a multi-
vendor experience for 
the client. In fact, Gartner 
advises clients that  they 
should have to interact with 
no more than two vendors.

How do you tease out the differences in SASE solutions?

Best-of-breed
SASE

Homegrown
SASE

Best-of breed solutions unify the 

technologies of many providers

https://www.gartner.com/en/documents/3986990/hype-cycle-for-network-security-2020
https://www.gartner.com/en/documents/3986990/hype-cycle-for-network-security-2020
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Knowing if you want to take a cloud-managed 
versus a cloud-delivered        approach with 
SASE can also help you match the right provider 
and solution to your needs. This is true for lots of 
network and security functions, but particularly 
with firewalls. For a background on this, read 
the answer to this question: Is there more than 
one strategy for SASE?

Not all providers and solutions will allow clients 
hybrid flexibility, providing the ability to mix 
and match on-premise and cloud features, 
functions, and firewalls–much less let you 
transition between the two as your needs 
change. Those who are taking a cloud-first 
approach today–but plan to take a cloud-only 
approach in the future–will want to select their 
SASE solution carefully. 

Firewalls are the hallmark example here. Some 
IT leaders struggle with a pure cloud-only 
approach, because on-premise firewalls are still 
preferred in use cases for mid-sized to large 
enterprises. Here’s what you need to know.

■■ Cloud Firewalls, Cloud Inspection, 
More Drag: With cloud FWaaS, security 
inspection is performed in the cloud, which 
can create a drag on performance at large 
sites with a significant amount of network 
traffic. 

■■ On-Prem Firewalls, Local Inspection, Less 
Drag: With on-premise appliances, security 
monitoring is performed on a local level, 
which enhances the performance for large 
sites with a significant amount of network 
traffic.

In the case of enterprises with lots of traffic, 
on-premise firewalls offer superior network 
performance and have a lower cost of 
ownership due to the fees associated with cloud 
firewall as a service. Thus, large manufacturers 
and healthcare providers with hundreds or 
thousands of employees under a single roof 
may benefit from retaining some firewalls on-
premise, using a cloud-first approach (rather 
than a cloud-only approach).

Not all solutions will allow 
hybrid flexibility, providing 
the ability to mix and match 
on-premise and cloud 
features, functions, and 
firewalls–much less let you 
transition between the two as 
your needs change.

How do you tease out the differences in SASE solutions?

Hybrid functionality: The ability to use both on-premise 
and cloud functions
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SASE is all about convergence. And, when 
companies rely on a single company to deliver 
an entire constellation of services across both 
network and security, it’s more critical than 
ever to understand the provider’s strengths, 
weaknesses, and history. After all, they will 
have to span multiple bridges, mastering each 
area while still delivering a superior customer 
experience.

Technology manufacturers and IT services 
providers will likely yield two very different 
SASE offerings and different client experiences, 
because inherently one will be focused 
on technology and the other on business 
outcomes. Targeting a provider that is both a 
tech innovator and a strong managed service 
partner will be key, particularly for IT teams that 
have limited experience with SD-WAN and are 
seeking a fully managed service.

Likewise security companies and network 
companies will be heavily oriented on one side 
or the other. At a time when convergence is 
the name of the game, those with a history of 
excellence on both sides of the IT domain will 
know how to create the best synergy between 
the two worlds of network and security. 

We have saved the best for last. Don’t miss 
the next question, which is arguably the most 
important differentiator for SASE solutions: 
Why does Gartner issue a warning about SASE 
architecture?

How do you tease out the differences in SASE solutions?

Mastering a constellation of capabilities

Security Network

Tech
innovator

Service
provider

SASE providers must span many bridges
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S A S E  S T R A T E G I E S

Why does Gartner issue 
a warning about SASE 
architecture?

Gartner’s Hype Cycle for Enterprise Networking 
report offers IT leaders some breadcrumbs to 
help IT leaders separate a true solution from the 
mere facade:

“Software architecture and implementation 
matters. Be wary of vendors that 
propose to deliver services by linking a 
large number of features via VM service 
chaining, especially when the products 
come from a number of acquisitions 
or partnerships. This approach may 
speed time to market but will result in 
inconsistent services, poor manageability 
and high latency.”

To unpack this, it helps to think about SASE 
as a standard platform where a constellation 
of capabilities are being unified under a 
single operating system. Architecture and 
implementation matter because it exposes 
the uniformity of that one common platform. 
When everything needs to interoperate, the 
underlying architecture is what allows for 
cooperation and collaboration. Otherwise, IT 
teams could easily be left stymied by multiple 
dashboards and controllers. This is exactly the 
problem SASE aims to avoid!

It’s a bit like comparing Frankenstein’s parts and 
pieces all stitched together to a set of nesting 
dolls all crafted from the same template. How 
providers go from delivering point solutions to a 
fully integrated “as a service” model will expose 
key differences, distinguishing true SASE 
solutions. For instance, does integration happen 
at the source-code level?

https://www.gartner.com/en/documents/3947237/hype-cycle-for-enterprise-networking-2019
https://www.gartner.com/en/documents/3947237/hype-cycle-for-enterprise-networking-2019
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Evidence of a well-architected SASE platform 
becomes particularly tangible when:

■■ Network analytics and security analytics 
come together in one dashboard, providing 
insights across both IT domains

■■ Consistent strategies can be used across 
both the network and security

■■ Solutions enforce consistent security 
policies across all SD-WAN devices and 
deliver security alert metrics all in one place

■■ Clients can map a pervasive IT security 
posture across their multi-tenant WAN 
and LAN infrastructure using a centralized 
security deployment, meaning solutions 
can secure users and endpoints across 
multiple instances of virtual routing and 
forwarding (VRFs) and LAN segments

Key differentiator: How 
providers build a single 
operating system for SASE

Network service providers typically use their 
own private network to serve as SASE’s 
common underlying platform. Understanding 
the uniformity of that network is key and 
explains why providers with a ubiquitous 
software-defined network will be quick to 
advertise that fact. When the core operating 
system is the same all across the globe and 
uses modern software-defined principles, 
it’s easier to get all five core capabilities to 
interoperate with edge-to-edge visibility in one 
management portal.

Why does Gartner issue a warning about SASE architecture?

SASE: Network & security in one platform

CASB SWG

SD-WAN

Cloud Service Platform

FWaaS

ZTNA
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M A K I N G  A  S A S E  I N V E S T M E N T

What are some good 
RFP questions for 
SASE?

According to IDG, 91% of IT professionals are 
interested in SASE solutions. So, there’s no 
doubt that there will be plenty of IT leaders 
looking to switch gears midstream, converting 
an SD-WAN RFP into a SASE RFP. But doing 
so should be more than just adding a few 
additional security technologies to the list of 
SD-WAN questions. 

SASE is a unified service where five core 
capabilities         work together on the same 
cloud service platform, which makes it more 
than a simple product bundle. Gartner warns 
buyers of providers who do little more than 
bolt technologies together, so inquiries 
around the architecture are also critical. For 
background on this read the answer to this 
question: Why does Gartner issue a warning 
about SASE architecture?        All in all, RFP 
questions for SASE should hone in on the 
five core capabilities, exploring the SASE 
architecture and understanding how the 
provider consolidates technologies into one 
cloud service.

RFP Qs: Five core capabilities

■■ How do you deliver on all five core 
capabilities of SASE? 

■■ Which technologies do you compile into 
one cloud service platform? 

■■ If the five SASE capabilities serve as 
checkboxes, how many times does your 
solution check each box? 

■■ The SASE market is new—how is your 
solution evolving to expand, improve 
interoperability, and gain strength?

■■ Did you build all the technology 
components yourself or do you partner with 
outside providers to compile your SASE 
tech stack? Does integration happen at the 
source-code level? 

Learn more about the difference between SASE 
tech stacks 

RFP Qs: SASE architecture

■■ How do you consolidate all SASE capabilities 
into a single platform?

■■ Do you use your own private network as the 
cloud service platform for SASE? 

■■ Tell me about the infrastructure and how it 
provides a standard operating platform for 
all capabilities to interact and interoperate. Is 
it built ubiquitously? Is it built on software-
defined principles?

Learn more about the importance of SASE 
platform architecture

RFP Qs: One cloud service platform

■■ Do I get visibility across all five capabilities in 
one management portal?

■■ How many vendors will I need to interact 
with in order to receive all five core services? 
(Gartner advises not more than two vendors.)

https://www.masergy.com/blog/idg-study-finds-sd-wan-as-key-enabler-for-working-from-anywhere
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M A K I N G  A  S A S E  I N V E S T M E N T

How do I build the 
business case for 
SASE?

Companies everywhere are trying to tackle 
an ocean of network and security capabilities 
individually, and the root problem with this is in 
point solutions. Companies must partner with 
a myriad of different vendors—an approach 
that lacks intelligent integration, increases IT 
complexity, and requires a forklift effort. This is 
why SASE justifies an investment.

Gartner’s Hype Cycle for Endpoint Security 
report outlines this advice for building your 
case:

■■ Leverage a WAN refresh, firewall refresh, 
VPN refresh or SD-WAN deployment to 
drive the redesign of your network and 
network security architectures.

■■ Use cost-cutting initiatives in 2020 from 
MPLS offload to fund branch office and 
workforce transformation via adoption of 
SASE. 

■■ Prioritize use cases where SASE drives 
measurable business value. Mobile 
workforce, contractor access and edge 
computing applications that are latency 
sensitive are three likely opportunities.

At the end of the day, moving to SASE should be 
justified on a business foundation as well as a 
technical foundation.

Business priorities that align well with SASE 
include:

■■ Business continuity protection

■■ Digital transformation
□□ IoT
□□ Edge computing
□□ Cloud migration, among others

■■ Remote workforce enablement

■■ Security risk mitigation

■■ Network modernization

Technical needs that help justify a SASE 
investment include:

SD-WAN drivers

■■ Reduce IT complexity and increase agility

■■ Network reliability and cloud application 
performance

■■ Supporting remote workforces with flexible 
VPN capabilities and reliable video and 
other high-bandwidth applications

■■ Reducing network service costs 

■■ Diversifying network connectivity using the 
internet

■■ WAN refresh and WAN router 
modernization

■■ Reducing IT resources in branch locations

Security drivers

■■ Cloud security: CASB and cloud workload 
protection

■■ Network security: visibility and identity-
based approach to network access 

■■ Remote workforce security: endpoint 
detection and response

■■ Zero Trust initiatives

https://www.gartner.com/en/documents/3987589/hype-cycle-for-endpoint-security-2020
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M A K I N G  A  S A S E  I N V E S T M E N T

What do I need to do 
to prepare for a SASE 
investment?

1.	 Start with alignment across your network and security leaders and teams. Because SASE is 
a converged approach, cross functional coordination and cooperation are critical. Evaluating 
solutions should bring both security and network decision makers to the table.

2.	 Understand your strategy and position on the cloud. Do you take a cloud-only approach to 
network and security functions or a cloud-first approach where there is still a need for hardware 
and appliance-based approaches? Understanding your desire for hybrid solution flexibility—the 
ability to mix and match on-premise and cloud functions—can help you weed out providers 
unable to meet your needs.

4.	 Stay open minded—SASE is a new and emerging market. Few vendors will offer a complete 
solution during the early years, so roadmaps will likely become part of your evaluation. SASE 
challenges providers in new ways, pushing new boundaries. Thus, incumbents as well as 
emerging companies should be included in every evaluation. Gartner hints that leaders and 
laggards should start taking shape by 2022.
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4.	 Evaluate your business needs against SASE’s five core capabilities,         identifying and prioritizing 
your largest gaps. These will help you match your gaps to the strengths of each provider and 
short-list your potential partners. For more on this read this question: How do you tease out the 
differences in SASE solutions?

a.	 Get an intimate understanding of your network service needs. Prioritize your locations, 
applications, and user groups into three categories: business-critical, important and 
discretionary. This will help you prepare for network reliability enhancements and SD-WAN 
connectivity planning sessions to ensure the WAN refresh delivers on the expectations 
and needs of your business. Consider latency problems, throughput needs, geographical 
coverage, and endpoint types.

b.	 Assess your security needs and security maturity. Understand where you are in terms of 
resources, threat visibility and awareness, network security tools, cloud security, and endpoint 
security. Prioritize your needs and understand how your security needs map against SASE’s 
five core capabilities.

c.	 SASE delivers synergy because of the overlapping needs of the network and security. 
Consider combining any other overlapping initiatives and investments that touch SASE areas. 
For instance, unified communications and SASE can make a good pairing. Tackling remote 
access and branch office needs can be considered two solutions in a single action. If SASE 
feels like taking on too much at once, prioritize use cases that will bring the most value.

What do I need to do to prepare for a SASE investment?
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What lies beyond 
SASE?

T H E  F U T U R E  O F  S A S E

Does SASE reach far enough? 

By now you understand the five core 
capabilities of SASE          and how these meet 
the immediate needs of multi-cloud businesses 
today—even the pandemic-related ones. But, is 
that everything companies need today? What 
about the needs of tomorrow? Here are some of 
the responses Masergy is hearing.

SASE should also include AI

Critics give SASE credit for incrementally 
improving the WAN but say it falls short when 
it comes to an emphasis on AI and AI-powered 
automation. Claims state that today’s SASE 
is innovating on the more predictable and 
existing tools of today like Zero Trust and CASB. 
In order to be more forward-leaning it should 
incorporate AI.

Here’s why that suggestion makes sense. AI 
and SASE share the same goal: reducing the 
complexity of today’s distributed, hybrid-cloud 
IT environment. They are both tools for cloud 
applications, at-home devices, IoT systems, and 
edge computing. Thus, AI feels as though it’s a 
complementary next step. When IT teams don’t 
have to worry about network performance, 
firewall alerts, and keeping the network and 
security aligned, they will have the time they 
need to turn to transformative efforts like AI-
based automation. 

When AI is added to SASE’s toolkit, autonomous 
networks become possible. AI and SD-WAN are 
the perfect pair. SD-WAN’s centralized console 
gives AI direct access to the data streams 
it needs to automatically evaluate network 
performance. Plus, SD-WAN’s centralized 
orchestrator is a software-defined control panel, 
where AI can make configuration changes to 
optimize performance. 

This ZK Research report explains more about 
how AI and SASE are laying the foundation for 
autonomous networks.

Ultimately, Masergy agrees: Our executives 
predict that the next generation of SASE 
solutions will reach beyond the five key 
capabilities, offering AI for closed-loop 
automation and intent-based networking.

https://www.masergy.com/white-paper/ai-wan-how-sd-wan-and-ai-create-autonomous-networks
https://www.masergy.com/white-paper/ai-wan-how-sd-wan-and-ai-create-autonomous-networks
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■■ AI for Security: AI-based analytics for 
security purposes could be added to the 
core capability areas, requiring the use of 
machine learning and behavioral analytics 
to identify threats and accelerate response 
efforts. 

■■ SOC Services: SASE also overlooks 
explicit requirements for SOC services, 
concentrating only on technologies. 

■■ Security in Depth: Security professionals 
are quick to mention that SASE providers 
may only check the box once, when more 
in depth security is needed today. They 
argue that under each of the five capability 
areas, providers should be checking each 
requirement multiple times. There are no 
specific requirements, however.

■■ EDR and Detect and Respond: Others 
critics highlight the fact that today’s work-
from-home business models require 
not just CASB but also a solid endpoint 
detection and response (EDR) strategy. The 
detect-and-response emphasis is missing 
both from a technology and response 
services perspective. Zero Trust network 
access isn’t enough, they claim, because 
more and more threats are coming from 
within (from users with trusted credentials).

SASE has only just arrived. It’s safe to say that it 
has room to grow. It will be a fun ride to see how 
it changes over time and where it will go next.

What lies beyond SASE?

SASE should take a full coverage approach to security

Other critics say SASE doesn’t go far enough with security technologies and services.
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SASE from Masergy

About Masergy
Masergy is the software-defined network 
and cloud platform for the digital enterprise. 
Recognized as the pioneer in software-defined 
networking, Masergy enables unrivaled 
application performance across the network and 
the cloud with Managed SD-WAN, UCaaS, CCaaS, 
and Managed Security solutions. Industry-leading 
SLAs coupled with an unparalleled customer 
experience enable global enterprises to achieve 
business outcomes with certainty.

SASE 
Requirements

Security
Functions

Network
Functions

SD-WAN
Solutions

Flexible
Access

Multi-Cloud
Connectivity

AIOps

One
Portal

24/7
NOC

Software-Defined
Network

Shadow IT
Discovery

Network
Visibility

Branch IP
Security

Behavioral
Analytics

24/7
SOC

Cloud
Workload
Protection

Endpoint
Detection

& Response

Machine
Learning &

SD-WAN
Secure

Web
Gateway

Firewall
as a

Service

Cloud Access
Security
Broker

Zero Trust
Network
Access

Watch the video

Learn more at:
masergy.com/sd-wan/sase

https://www.masergy.com/sd-wan/sase
https://www.masergy.com/contact
https://www.youtube.com/watch?v=B85pvJzyj98&t=8s
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