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Ten Facts Resellers Need to Know
to Differentiate ImageSilo®

As on-demand services or Software as a Service (SaaS) technologies—
like ImageSilo—increase in popularity, buyers are becoming better
educated and are asking better questions. This means Digitech
Systems Value-Added Resellers need answers that inform buyers,
dispel fear, alleviate anxiety and empower the buyer with facts that
build confidence in both you and ImageSilo. Here’s what you need to
know.
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Sophisticated technology and high-tech terminology like SaaS, on-demand and cloud computing can make
the Enterprise Content Management (ECM) buying process a challenge for business owners and records
managers everywhere. Buyers will ask important questions to help them understand how ECM works and
which service is best qualified to store and safeguard their corporate information. Answering those
questions and educating buyers are keys to building buyer trust and closing the deal. This document will
provide the answers you need to not just create informed buyers but to highlight the security and reliability
differentiators that make ImageSilo the most trusted on-demand or SaaS ECM service in the world.

It is important to note that this document is a partner publication to Ten Security and Reliability Questions to
Ask Before Implementing ECM, a white paper published specifically for ECM prospects and written from a
neutral position for a non-technical audience. That paper prompts buyers to ask important security
questions that identify the most reliable ECM applications and the most trustworthy on-demand ECM
vendors. We encourage you to use it as marketing material and make it a part of your buyer education
process. As a partner piece, this document is what resellers need to answer those questions. It explains why
ImageSilo is the world’s most trusted on-demand ECM service and why it stands above others in the
marketplace. Plus, it will help you dispel common buyer misconceptions and identify other tools that can
help you squash ECM myths and sell security.

An Overview

Established in 1997, Digitech Systems is a rock-solid company with more than 11 years of experience in
building the industry’s most trusted ECM technology. Digitech Systems was creating and perfecting on-
demand ECM before on-demand technology even became popular. ImageSilo was the first on-demand
service in the ECM market in 1999 and is recognized as the industry-leading service today. ImageSilo
provides a 99.9% uptime guarantee, so customers always have access to their information. Digitech
Systems is also renowned for its legendary customer service. Customers count on technical support
delivered directly by the manufacturer and consistently report high satisfaction ratings that are
unparalleled in the software industry.

ImageSilo vs. PaperVision® Enterprise

PaperVision Enterprise and ImageSilo provide the same ultra-secure ECM technology. Both solutions
provide equal features, functionality and security. The only difference is where customers store their data
and who manages the hardware. PaperVision Enterprise, the on-premise system, allows users to store their
information on site or on premise, on their own computer hardware. With PaperVision Enterprise, the
customer manages their own hardware and accesses their information from their own network. Powered by
PaperVision, ImageSilo is a true on-demand or SaaS ECM service. It allows customers to outsource their
data storage and management services to Digitech Systems’ secure data centers and access their
information online, anywhere, anytime. At the end of the day, ImageSilo is PaperVision Enterprise. We are
the world’s largest installation of our own software.

Benefits of ImageSilo

The numerous benefits of SaaS ECM make it a unique money-saving opportunity that can create
competitive advantage for businesses in any industry. Independent analysts at Nucleus Research said, “On-
demand has emerged as a key technology, enabling companies to leverage technology faster and at a lower
cost than previously possible for greater usability and broader benefit.” !

« ImageSilo requires no initial capital investment, creating a quicker time to value with higher return on
investment.

« On-demand ECM provides rapid implementation, because it requires virtually no user installation.
* Nucleus Research. “Benchmarking On Demand Solutions.” January 2007.
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o Outsourced data storage management and on-demand services reduce the burden on valuable IT
resources, saving customers money and increasing return on investment.

o The ease-of-use and convenience of online information access allows employees to work remotely and
quickly share information from the field.

« Monthly operating fees enable businesses to trade high capital costs for low operational expenses and
enable immediate tax write offs.

Why ImageSilo is the Most Trusted On-Demand ECM
Highly talented and dedicated people, exceptional architecture and a monomaniacal focus on security are
the three core principles that make ImageSilo the most trusted on-demand ECM in the world.

Digitech Systems builds and manages its own security infrastructure for ImageSilo. As a result, Digitech
Systems has more technical expertise on staff than its competitors. These highly trained engineers are
qualified to be responsible for the implementation, maintenance and monitoring of all systems and
equipment. Plus, they have a fanatical dedication to the ImageSilo 99.9% uptime guarantee.

System design is the foundation for ultra-secure and ultra-flexible ECM. Each aspect of ImageSilo is
architected to cost-effectively scale to mammoth proportions, provide high availability and guarantee data
integrity. Specifically-designed systems meet the most demanding up-time requirements and provide the
ultimate in system security.

Digitech Systems also custom designs its processes to maintain data integrity, security and availability.
Data integrity is never sacrificed for data availability. Preserving a monomaniacal concentration on security
has been a significant benefit to ImageSilo customers since day one.

The following information can help resellers both answer questions from Ten Security and Reliability
Questions to Ask Before Implementing ECM and present facts that differentiate ImageSilo.

Question 1: Was ImageSilo specifically designed as an on-demand solution?
Yes. ImageSilo was written from the ground up to

provide document management as a true on-demand,
multi-tenant solution. (Not sure what multi-tenant
software architecture is or why it’s important? Go back

Myth: “On-demand is an emerging technology,
which means we will have trouble finding a
viable vendor.”

and read Ten Security and Reliability Questions to Ask ImageSilo was the first on-demand system in the
Before Implementing ECM, or call your CDM.) Customer ECM market in 1999 and is the most trusted on-
data is completely segregated and stored information demand service in the world. With more than 11
remains private and invisible—even to Digitech years of ECM experience, Digitech Systems is

committed to simple yet sophisticated products

Systems’ employees. "
and legendary customer support. Digitech

As the creator of the software, Digitech Systems has Systems is a Microsoft Gold Certified Partner,
visibility into the product, systems and process that and ImagesSilo was recognized in the InfoWorld
other hosted or ASP vendors do not. This is a huge 100 as a solution that made the best use of

competitive advantage. ImageSilo engineers effectively technology to meet business goals.

deal with issues when they occur, because Selling to Skeptics: Open the green Digitech
Digitech Systems not only owns the system, but also Systems Product Suite Folder brochure to the
built the system and the software it uses. back page, and show the buyer what
measurable results customers achieve with

Sales Tip: Multi-tenancy is an important ImageSilo Digitech Systems products.

differentiator, and independent analysts at Nucleus

Research have published several documents that help
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distinguish ImageSilo as a true on-demand solution. Want to provide your buyers with questions that will
help them make this important distinction among vendors? Are you curious to know who provides true on-
demand solutions and who doesn’t? Check out Benchmarking: On-Demand Solutions and Hosted versus On-
Demand: Separating Marketing from Reality. An Additional Resources Guide is located at the end of this
document to help you identify and locate all the documents referenced in this paper as well as additional
tools and resources.

Question 2: What security features does ImageSilo provide?
Digitech Systems ECM technology provides
extensive security features, settings and
measures that protect information and enable Myth: “On-demand ECM doesn’t offer all the security
and functionality we need as a large business with
many departments and projects.”

Contrary to popular belief, on-demand solutions are not
just for small and midsize companies. In fact, Kelton

regulatory compliance. Basic security features
include user passwords, account lockout,
session timeout and sensitive data encryption

both during data transmission and while data Research says 73% of large companies have adopted
is stored. In addition to these standard security on-demand technology or plan to adopt it in the next 18
features, ImageSilo and PaperVision Enterprise months.2 Powered by PaperVision Enterprise, ImageSilo
offer extended security features that provides the same application security, features and

functionality as the on-premise system. With a multi-
tenant environment, ImageSilo is particularly designed
to scale to fit any size organization, accommodate as

significantly reduce the risk of security
breaches. These include IP address limiting,

session ID encryption, function-level many projects and users as needed and manage
verification and other customer information growing amounts of data storage.
protections.

. . . Selling to Skeptics: Nucleus Research’s Benchmarking:
Sales Tip: PaperVision Enterprise and On-Demand Solutions discusses how both small and
ImageSilo offer a countless number of other large companies use on-demand technology to help
security, reliability and scalability features in them streamline operations and improve collaboration
addition to those listed here. For more security without complex IT demands.

features and explanations, read Appendix A of
the PaperVision Enterprise Administration and
System Architecture Reference Guide. Or, for an in-depth look at ImageSilo security, ask your CDM for a copy
of the ImageSilo Security and Architecture Overview.

Question 3: How are my documents secured?
Information should be protected by encryption at all times, including both during transmission and when
stored.

While data is being stored, ImageSilo and PaperVision Enterprise can use 256-bit AES encryption to
safeguard information. They use 256-bit AES encryption because it is a stronger type of encryption that has
never been compromised.

Encryption is even more important when transmitting private documents via the internet. During
transmission, Secure Sockets Layer (SSL) encryption is used to transmit all private documents via the
internet. All traffic to and from ImageSilo websites is encrypted via SSL. Additionally, all File Transfer
Protocol (FTP) traffic can use SSL technology (FTP over SSL) to ensure strong encryption between clients
and servers. SSL is best because it enables full encryption of all traffic (including documents). ImageSilo is
unique, because it offers the ability for customers to define their own encryption keys (passwords) used to
secure their data. This is important, because it’s not safe for everyone to use the same key. If that key was
compromised, all customer data could be exposed.

Kelton Research. “On Demand Software Survey.” May 7, 2008.
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Question 4: How is my information accessed?
Mistakes in network design and data delivery can jeopardize data protection. The ImageSilo network is
designed to provide state-of-the-art system security.

Network Design

The ImageSilo network design includes an additional layer of separation to avoid security risks. Data access
is always performed by entirely different servers (application servers) that sit on a completely different
secured network. Only these separate servers have direct access to storage locations and databases. The
application server acts as a go-between for the web server to access the customer data stored on the secured
network.

Here’s how it works (see diagram). The web server receives a
customer request and sends it to the application server. The
application server validates the request in its entirety and retrieves
the requested information from the data storage. As an additional CUSTOMER
security measure, the application server does not pass the

information directly to the web server or customer. Instead, the ﬁ Information

application server copies the information to a cache location that Request
the web server and customer can access. Then, the web server

retrieves that information and

passes it to the client. The cached o
data is immediately deleted after
the information has been received.

N

The web server never has direct CACHE &
access to data storage which WEB SERVER

o

contains private customer files. In
fact, caching routines ensure stored
data is never exposed to the public
network.

Information Delivery Methods

Methods used to deliver and view information are E—
another significant security factor. ImageSilo offers /’

internet access to documents but first requires a user

documents and users by encrypting session IDs. Session APPLICATION SERVER
ID encryption ensures skilled attackers cannot hijack

your session ID, disguise themselves as authorized

users and roam the system opening files. LR

publications provide bulleted lists of most security

features such as these. Try this! Explain the

Security and Reliability Questions to Ask Before DATA STORAGE
Implementing ECM) and point out the

ImageSilo Technical Specifications page.

Then, invite the buyer to read the section and

name and password to gain access. Furthermore, it protects

Sales Tip: The product Technical Specifications

network security best practices (explained in Ten 3 -
System/Network Security section of the

evaluate whether or not ImageSilo meets their expectations.
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Question 5: Is the ImageSilo network used for any other purpose other than on-demand services?

No. ImageSilo uses a completely closed network. Inbound communication is reserved only for required
services, and no out bound communication is allowed. In fact, it is a completely separate, secured network.
There is absolutely no connection between the Digitech Systems corporate network and the ImageSilo
secured network. They aren’t even in the same building.

Question 6: How does ImageSilo supply and manage security infrastructure?

Unlike other vendors, Digitech Systems provides and manages its own internal security infrastructure for
ImageSilo. The management of the security infrastructure is never outsourced. ImageSilo engineers have
decades of security management experience and training. They are required to be storage engineers and
must be fully trained by companies that provide the network equipment. The team is solely responsible for
the implementation, maintenance and monitoring of all systems and equipment. They monitor every piece
of equipment in the network 24 hours a day, 365 days a year. System monitoring is never left to a third

party.

Myth: “If data resides outside our network, it’s not
protected and we won't be able to comply with
regulations.”

ImageSilo provides an ultra-secure network
configuration that ensures security and reliability.
Five layers of security guard information at every
stage. With documented evidence of internal
controls, extensive audit trails, user activity and
document history reports, ImageSilo enables
companies to comply with many government and
industry regulations.

Selling to Skeptics: Calm customer fears with one
of Digitech Systems’ compliance briefs. Better yet,
pair it with a case study demonstrating how other
customers use ImageSilo or PaperVision Enterprise
to address compliance concerns. For example,
partner the HIPAA compliance brief with the
University of lllinois Medical Center case study.

In addition, the ImageSilo network is also protected
by RSA SecurID® two-factor authentication devices
as well as very strong passwords. To gain access to
the network, the employees must provide both an ID
number and an RSA computer-generated
authentication code, which changes every 60
seconds. To gain access to the individual computers,
they must provide highly secure passwords. This
ensures that only authorized personnel can access
the ImageSilo network.

Question 7: Is security verified on a regular basis
by an independent third party?

Yes. Digitech System employs Qualys, the leading
vulnerability and compliance management vendor in
the industry, to perform daily scans of the ImageSilo
network. Every day, they send a report to the
Digitech Systems’ Founder and CTO, who reviews it
to ensure no vulnerabilities were located.

Question 8: What physical security and information reliability measures protect the data storage

system?

Physical access to the ImageSilo data storage facilities is restricted to only required personnel who have
proper clearance and photo identification. All activities inside and outside the facility, including utility
entry points, are monitored and videotaped. Numerous provisions are taken to protect against
environmental dangers and power outages. Some of these include:

» Multiple network entry points
« On-site generators for emergency power

o Battery backups for external power sources

o A redundant data center in a different geographic location, on separate continental power grids

» Advanced HVAC system to ensure constant temperatures

« Fire detection system and an early smoke detection system

Digitech Systems, Inc.
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Question 9: Where are the single points of failure within the system?

ImageSilo is engineered for reliability so that it can withstand multiple failures before services are
interrupted. Therefore, there are no known single points of failure. The ImageSilo data system has
numerous redundant systems and multiple data storage centers to avoid data loss and service
interruptions. Engineers monitor every piece of equipment in the network 24 hours a day, 365 days a year.
Monitoring is never outsourced to a third party. Every aspect of the ImageSilo service has been engineered

to withstand multiple failures including:

o Network (internet and local)
« Firewalls
o Applications servers

o Web servers

o Automation servers

Incoming data servers
o Storage systems

» Power and environmental failures

Question 10: What is your disaster recovery plan as it applies to data restoration?

ImageSilo maintains two synchronized data storage
centers. If a catastrophic failure or accident occurs at
the primary site, the second site becomes the primary
data source. Switching between data sources takes just
60 seconds, and the switch takes place with no
restoration necessary. All data (including point-in-time
snapshots of all data) is maintained at dual storage
sites located 600 miles apart on separate power grids.
All data is synchronously mirrored between sites, and
the secondary site is synchronized within 10 seconds
of the primary site for file storage.

ImageSilo uses the best storage systems from Network
Appliance and EMC. These are fully redundant systems
that use Digitech Systems’ custom code to maintain,
monitor and manage the storage and mirroring
systems. These allow ImageSilo to withstand complete
storage system failures without any loss of data.

Data snapshots further protect from data corruption
and unauthorized modification. Snapshots are taken
every two hours and stored for two months before they
are destroyed. These provide a similar safeguard to
local tape backups but are superior to tapes, because
restoration is immediate. Unlike other vendors,
Digitech Systems does not destroy snapshots ahead of
schedule if storage space is full. In fact, ImageSilo

Myth: “If we don’t own the software, we can’t
maintain control.”

Customer data is separated and remains
invisible to other customers and even to
Digitech Systems employees. Each customer
maintains control of their information by
designing system security that fits their unique
needs. Extensive security settings enable
businesses to implement security policies and
procedures to manage information access by
group or user as well as to audit and report on
system activity and use. Furthermore, Data
Delivery sends customers a backup copy of all
their live information stored on ImageSilo.

Selling to Skeptics: Review the System
Overview and Security sections of the
ImageSilo Technical Specifications pages and
call out bullet points that empower the
customer to control user security and sensitive
information. Don’t forget! Since ImageSilo is
powered by PaperVision Enterprise, the
PaperVision Technical Specification page also
lists features that help ImageSilo customers
maintain system control.

doesn’t run out of storage space. Data storage use is continuously

monitored and space is expanded as needed.

ImageSilo has a long list of components, features and functionality
that establish it as the world-class on-demand ECM. Digitech Systems
is dedicated to helping resellers understand and highlight these
differentiators. If you have questions about selling ImageSilo or its

security and reliability, please contact your CDM.

Digitech Systems, Inc.
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Blow the competition away with these facts that make ImageSilo the most trusted on-demand ECM in the

world.

1.

2
3.
4

10.

ImageSilo provides a 99.9% uptime guarantee.
ImageSilo is a true on-demand service; it uses multi-tenant software architecture.
Encryption can occur both during data transmission and when data is stored.

The tightest network security, including dedicated application servers, a closed storage network and
data caching routines, ensures stored data is never exposed to the public network.

Digitech Systems directly manages all security infrastructures to ensure control over system
monitoring and information access.

The leading vulnerability and compliance management vendor in the industry tests network
vulnerabilities and verifies system security on a daily basis.

A myriad of physical and technical measures protect the data storage system 24 hours a day, 365
days a year.

Complete storage system failures can occur without data loss or service interruptions.
Disaster recovery and data restoration capabilities are unprecedented:

+ A separate, fully redundant storage system (located 600 miles away on separate power grids) acts
as backup for the primary system.

» Within 10 seconds, all data (including backup files) is synchronously mirrored at both sites.

+ In the event of a catastrophic failure, switching between storage sites takes approximately 60
seconds.

o No data restoration is required to activate secondary sites to become the primary site.

+ Snapshots of all data are taken every two hours, stored for two months and never destroyed
ahead of schedule.

Digitech Systems hired a “Big Four” international public accounting firm and completed the
Statement on Auditing Standards No. 70 (SAS 70) Type II audit. Not only is each data center
audited, but also Digitech Systems (as the network and systems manager) is audited.

In addition to outstanding security and reliability, here is a short list of other great competitive advantages
ImageSilo holds over the competition:

« ImageSilo offers a comprehensive suite of additional ECM services, including information
capture, email management, workflow and print stream processing.

« Digitech Systems has an easy-to-understand pricing model that offers a lower point of entry.
« ImageSilo is scalable for any size organization and growing amounts of stored data.

o Out-of-the-box integration with Microsoft® Office as well as point-and-click integration enables
ImageSilo to work with virtually any application.

» Encrypted data backup files can be delivered to any secure location on a user-defined schedule.

« Customers enjoy legendary technical support with real people and no waiting.

Digitech Systems, Inc. Page 8



All the publications referenced in this document and others are at your fingertips! We encourage you to
enhance your product knowledge and leverage these ready-made marketing materials when speaking with

potential buyers.

Digitech Systems Publications

Publication

Description

Why You'll Like It

Where to Find It

Compliance Briefs

Designed for the buyer, these
two-page briefs provide an
overview of a variety of
regulations and match product
capabilities with specific
compliance needs.

Regulations often drive
buyers to investigate ECM,
and these demonstrate
how offerings enable and
simplify compliance.

Under the Ready-Made
Marketing Materials
section of MyDSI

in-depth on industry trends,
statistics, issues and regulations
that impact each market.

Industry Briefs Designed for the buyer, these These can be used to show | Under the Ready-Made
two-page briefs review the buyers that you Marketing Materials
content management needs of understand their industry, | section of MyDSI
each major vertical market. and you have tools to help

them achieve their goals.
Industry White Written specifically for the These tools help resellers Under the Vertical
Papers reseller audience, these go cross into new markets Market Toolkits section

and prepare for first-time
visits with buyers in
unfamiliar industries.

of MyDSI

Case Studies

These two-page success stories
show how companies in each
industry use Digitech Systems
products and gain measurable
results.

Case studies provide
evidence of success. They
connect with buyers who
have similar needs and
build buyer confidence.

Under the Credibility-
Building Publications
section of MyDSI

Ten Security Questions

This white paper is designed to

Written from a neutral

Under the Ready-Made

Reference Guide

and security details.

to Ask Before educate buyers on what security | position, this education Marketing Materials
Implementing ECM and reliability questions to ask piece will prompt buyers to | section of MyDSI
and what features to look for compare security features
when investigating ECM. among vendors and will
help them differentiate
ImageSilo.
PaperVision Enterprise | This product manual is the It’s an easy-to-read, All product manuals are
Administration and go-to source for product comprehensive guidebook | available under the
System Architecture knowledge, features functionality | that explains how the Product Documentation

software works and why
it’s important. Appendix A
focuses on security.

section of MyDSI.

ImageSilo Security and
Administrative
Overview

Written by Founder and CTO,
Scott Matthews, this paper
explores how ImageSilo upholds
superior scalability, reliability and
security.

No other publication dives
deeper into the security
features of ImageSilo.

This document contains
confidential information,
and a confidentiality
agreement is required.
Contact your CDM.

Digitech Systems, Inc.
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Nucleus Research Publications
Nucleus Research is an independent analyst firm that specializes in Return On Investment (ROI) studies
that assess the value of technology. When it comes to ROI, Nucleus Research is a recognized leader and is
quoted more often than Gartner Group. Use these to build third-party credibility in your offerings.

Publication Description Why You'll Like It Where to Find It
Research Note: Analysts review PaperVision” Independent analysts Under the Credibility-
Digitech Systems Message Manager and explain breakdown the benefits of | Building Publications
Announces Message how managing email messages PaperVision Message section of MyDSI
Manager provides ROI through time and Manager for both small

money savings. and large companies.
Benchmarking: This survey report includes on- It offers a buyer beware Under the Credibility-
On-Demand Solutions | demand solution adoption rates regarding multi-tenant Building Publications
and trends among many software architecture and | section of MyDSI
industries. calls out Digitech Systems
as an
on-demand/on-premise
hybrid ECM solution
provider.
ROI Analysis Using a process that follows These studies provide Under ROI Tools on
generally accepted accounting third-party credibility and | MyDSI
principles, analysts provide prove productivity and
comprehensive reports showing profitability increases for
ROI and monthly payback business in a variety of
periods for a number of Digitech | industries.
Systems’ end users.
ROI Calculator Developed by Nucleus Research, This easy-to-use tool Under ROI Tools on
this four-step Excel spreadsheet enables resellers to help MyDSI
takes a customer’s costs and buyers recognize value,
generates professional ROI justify and prioritize
reports. purchases.
Hosted versus On- Analysts recognize that multi- This simple guide will Under the Credibility-
Demand: Separating tenant software architecture empower your buyers to Building Publications
Marketing from Reality | makes superior on-demand know what key questions section of MyDSI
technology and provide advice on | to ask when evaluating
how to determine if a vendor multi-tenant applications.
truly offers an on-demand
solution.
Research Note: Profiles | This report provides an overview | This single document Under the Credibility-
in Content of three ROI analyses and packs the power of three Building Publications
Management highlights the benefits and best ROI analyses in one. section of MyDSI
practices learned from each.
Guidebook: Content This 11-page guide offers Digitech Systems’ end user | Under the Credibility-
Management introductory advice for those who | ROI analysis serves asreal | Building Publications
are new to ECM and investing in | world examples section of MyDSI
their first system. throughout the
publication.
Digitech Systems, Inc. Page 10



About Us

Digitech Systems, Inc. enables businesses of any size to more effectively and securely manage, retrieve and
store corporate information of any kind. By significantly reducing the cost of electronic document and
content management systems (ECM), Digitech Systems has moved ECM from a luxury to an essential
element of a well-managed business.

Delivering the industry’s smartest suite of ECM products and services, Digitech Systems is established by
its customers as the trusted source for managing, storing and providing immediate, secure desktop or Web-
based access to any and all corporate information. ImageSilo, PaperVision® Enterprise and a variety of
document and content capture products are available from Digitech Systems as a fully integrated suite, or
as process components to match the individual needs of small businesses or major corporations.

Contact Information

Digitech Systems, Inc. Toll Free: 866.374.3569
8400 East Crescent Parkway Email: Sales@DigitechSystems.com
Suite 500 www.digitechsystems.com

Greenwood Village, CO 80111

Copyright © 2009 Digitech Systems, Inc.
ImageSilo, PaperVision and the PaperVision logo are registered trademarks of Digitech Systems, Inc.
Microsoft is a registered trademark of Microsoft Corporation in the U.S. and other countries.
SecurlD is a registered trademark of RSA Security, Inc. in the U.S. and other countries.
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